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Resources

802.11 Security Overview and Master Resource Page

Bernard Aboba has organized the very extensive "The Unofficial 802.11 Security Web Page" which has links into the current research literature, commentary and standards work at:  http://www.drizzle.com/~aboba/IEEE/.  This is the best starting point to learn about the technology, the security framework, and the design goals of each piece.  

Books of Interest

"Wireless Security: Models, Threats and Solutions,"  by Randall K. Nichols et al.; McGraw-Hill Telecom Professional Books, 2002 [ISBN: 0-07-138038-8]

“Applied Cryptography,” by Bruce Schneier, John Wiley & Sons, 1996 [ISBN:0-471-11709-9]

Design and Deployment

Wireless LAN Deployment and Security Basics:

http://www.extremetech.com/print_article/0,3428,a%253D13521,00.asp

802.11 Roaming and Shared Use Access Points:  

http://www.eyeforwireless.com/docs/musenki.pdf 

802.1X/Wireless deployment with XP and Windows 2000 IAS:  

http://www.microsoft.com/WindowsXP/pro/techinfo/deployment/wireless/default.asp
Futures

Protocol for carrying Authentication for Network Access (pana).   This group is attempting to develop a general protocol to be used by a user's device when wanting network access.  All current protocols are tied to the underlying access type, such as PPP:  http://www.ietf.org/html.charters/pana-charter.html.

IEEE 802.11i.  This standard will eventually cover 802.1X and its application in the wireless arena, and fill in some holes with 802.1X and EAP; http://grouper.ieee.org/groups/802/11/
Various Wireless Tools and Hacks

AirSnort:  http://sourceforge.net/projects/airsnort/

WepCrack: http://sourceforge.net/projects/wepcrack/

Homebrew antenna shootout: http://www.turnpoint.net/wireless/has.html

Hacking with a Pringles tube: http://news.bbc.co.uk/hi/english/sci/tech/newsid_1860000/1860241.stm
Vendors of products related to wireless and wireless security

3Com Corporation (http://www.3com.com/) 802.11 wireless hardware

Check Point Software (http://www.checkpoint.com/) VPN and Firewall

Cisco Systems (http://www.cisco.com/) 802.11 wireless hardware; EAP authentication servers; 802.1X switches

Enterasys Networks (http://www.enterasys.com/)802.11 wireless hardware

Funk Software (http://www.funk.com/) EAP authentication server; 802.1X supplicant

Hewlett-Packard (http://www.hp.com/) EAP auth. server; 802.11 hardware and printers; 802.1X switches

Interlink Networks (http://www.interlinknetworks.com/) EAP authentication server

KarlNet, Inc. (http://www.karlnet.com/) 802.11 access point firmware

Linksys (http://www.linksys.com/) 802.11 wireless hardware

Meetinghouse Data Communications (http://www.mtghouse.com/) 802.1X supplicant

ReefEdge, Inc. (http://www.reefedge.com/) authorization and access control system

Secure Computing Corporation (http://www.securecomputing.com/)

SMC Networks, Inc. (http://www.smc.com/)802.11 wireless hardware

Symbol Technologies (http://www.symbol.com/)802.11 wireless hardware

Vernier Networks (http://www.verniernetworks.com/) authorization and access control system

WindRiver Systems (http://www.windriver.com/)802.11 wireless hardware

AirMagnet, Inc. (http://www.airmagnet.com/) 802.11b network tools

Network Associates, Inc. (http://www.nai.com/)Wireless Protocol Analyzer

WildPackets, Inc. (http://www.wildpackets.com/) Wireless Protocol Analyzer
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