
 2003 Enterprise Management Associates, Inc.

P R O D U C T  V I E W  •  O c t o b e r  2 0 0 3

Lucent Technologies VitalQIP™ Software:
An Effective Tool for Managing Enterprise Voice Over IP Networks

Executive Summary
There have been many failed “technologies in search of a solution”—ideas that sounded

great in theory but for whatever reason crashed soon after take-off. Examples include the
mini-disc CD format, the network PC, Bluetooth wireless networking, smart cards (in the
U.S.), digital-audio tape (DAT), 2.5-in. floppies and, perhaps the grand-daddy of  them all,
Betamax. Don’t count on voice over IP (VoIP) winding up on this list, however.

The notion behind VoIP is to use IP networks for voice services as an alternative to the
existing separate public-switched telephone network (PSTN). This allows voice traffic to
share the same IP network used for data, facsimile, video, and messaging. Fundamentally,
this concept is very attractive for most enterprises seeking to reduce operating costs and
consolidate operations. But adoption of  VoIP has been slowed by the capital expenditures
needed to migrate to VoIP, and the slump in telecom spending amidst a prolonged sluggish
global economy hasn’t helped either.

But in 2003, service providers are showing renewed interest in the service both as a
strategic move, and in a practical sense, as a way to keep their options open. That means
enterprise VoIP is not that far behind, as implementing IP telephony essentially makes IT
the enterprise phone company. EMA projections indicate that VoIP could represent a $200

billion worldwide market by 2007, with enterprise IT sure to claim a significant piece of the action.
But besides the issue of  capital expenses, VoIP can be difficult to provision, configure, secure, and manage. These factors have

presented a formidable challenge to the rapid, widespread adoption of  the technology. In fact, the lack of  VoIP management is
a major roadblock preventing deployment of  VoIP systems, according to a market research study published by Enterprise
Management Associates (EMA) in November 2001. That’s because, for starters, a company must be certain that its infrastructure
is actually ready to make the transition to VoIP. This is not a matter to be taken lightly since, at the very least, VoIP means doubling
the number of  IP addresses the company already manages. This not only is a major configuration and provisioning task, but it
makes security an even more vital concern, as vulnerabilities rise in proportion to increases in network size. Moreover, managing
voice traffic is not the same as managing data. Slow response time for an enterprise application may be an issue, but at least the
program is still running. IP telephony is a binary go/no-go proposition. It’s either working fine or it’s not working at all – severely
disrupting phone service. All of  this combines to make the task of  effectively managing such a large and diverse network
infrastructure a significant challenge.

In this report, EMA discusses the market drivers that influence the rate of  adoption of  enterprise VoIP, and evaluates how
well Lucent’s VitalQIP™ management software product addresses the broad set of  management issues faced by enterprises
when deploying VoIP.

In its purest form, VitalQIP™ is a tool for planning IP address strategy, a critical step in the readiness review before enterprises
make the leap to VoIP. The product also helps manage IP addresses for data networks and is deployed in hundreds of  networks
today. Following the design and deployment of  the IP addressing scheme, VitalQIP™ provides a centralized and automated
solution for many IP management tasks associated with deploying VoIP. It also provides insight into the operation of  the VoIP
network, including cost accounting and asset management matters.

Market Drivers
The explosion of the Internet and its native-mode IP network protocol have become so entrenched in the converging

enterprise and service provider markets that the mantra “IP over everything” and “everything over IP” has essentially become
reality.



 2003 Enterprise Management Associates, Inc. October 2003 ● Page 2

V i t a l Q I PTM S O F T W A R E  P R O D U C T  V I E W

Though generally viewed in context of  just voice services,
IP telephony actually is a general term for using IP packet-
switched connections to exchange voice as well as fax and
other types of  information generally transmitted over the
PSTN circuit-switched infrastructure. VoIP is an organized
effort to standardize IP telephony, which includes voice but
also addresses the convergence of computers, telephones, and
television into a single integrated information environment.

The flexibility of IP is a principal market driver behind its
acceptance. IP can ride on Ethernet, Token Ring, and FDDI
local-area networks as well as Frame, ATM, ISDN and T1
wide-area networks. The result is that customers can leverage
existing data network investments by channeling IP over these
infrastructures – and then add voice, video, music, and other
services through IP telephony as appropriate.

Scalability is another key market driver that plays to IP’s
strengths. VoIP and IP telephony are based on software-driven,
packet-switched technologies rather than the hardware-based,
circuit-switched schemes employed by traditional voice services
today. As a result, these packet-based “soft switches” do not
require the costly hardware swap-outs associated with
traditional PBXs and other PSTN and POTS equipment.
Adding network bandwidth and device addresses for VoIP is
far more efficient, scalable, extensible, and ultimately less costly
than maintaining dedicated voice/data and digital/analog
infrastructures.

While technological change continues at a break-neck pace,
the two fundamental market drivers for meaningful adoption
of  any technology within the enterprise remain constant:

• Cut costs without sacrificing service quality
• Add or enhance services only when a favorable cost/

benefit or price/performance ratio can be achieved
VoIP is a positive response to these market dynamics. In

addition to improved flexibility and scalability, VoIP offers
advantages in user productivity. Examples of  this include
unified messaging and IP phones that simplify usage of, and
access to, integrated voice/data services for remote or mobile
employees. Moreover, by reducing reliance on the PSTN
infrastructure, VoIP avoids toll call charges within the network,
while promising superior voice quality and faster call routing.
Telecom and IT departments can expect to see greatly reduced
overhead costs and better overall infrastructure utilization once
the migration is completed.

Not to be circumvented, service providers are looking at
IP Centrex to discourage customers from abandoning their
Circuit Centrex for their IP-PBXs. But with an estimated 100

million circuit-switched telephones sitting on Fortune 1000
desks, and millions more in smaller companies and throughout
the public sector, spending at the enterprise level is going to
drive Internet telephony. Indeed, the enterprise is not just
interested in VoIP but is steadily moving it forward.

Key VoIP Challenges
As is always the case in implementing new technology, the

benefits of  enterprise VoIP and IP telephony do carry some
challenges. Some issues are purely technical while others are
related to deploying VoIP at the enterprise level. Technical
hurdles include inconsistent voice quality due to bandwidth
limitations and packet loss, along with a lack of consensus on
voice encoding techniques and transport protocol specifications.
These and other issues will be resolved through industry and
regulatory cooperation, promising to accelerate the pace of
VoIP adoption.

Clearly the more formidable set of  challenges relate to the
complexity of  deploying and maintaining VoIP at the enterprise
level. As stated earlier, VoIP at least doubles the number of  IP
addresses required, as devices such as IP phones, switches,
routers, PDAs, PCs, and mobile phones each require a unique
address. This is an administrative nuisance more than a technical
issue, since manually tracking IP names and addresses is
astronomical in scope, cumbersome, and error prone. If the
address assignments aren’t accurate, the IP devices can’t
communicate.

Conventional circuit-switched technology can deliver all the
features and functions of  IP telephony, but at a considerably
higher cost. Even so, the decision to commit to enterprise
VoIP should not be made without considerable thought and
planning. Not every company is “ready” for IP telephony.
Lucent Technologies offers a solution that helps customers
plan for IP telephony implementation and then address the
problems associated with managing IP names and addresses.
The company’s VitalQIP™ software works with any IP-related
service, including VoIP, voice over broadband (VoBB), IP-
VPN, IP Centrex, and can help manage the IP address space
for the entire enterprise network. The focus of this report is
the use of  VitalQIP™ to facilitate VoIP enterprise deployments.

Product Description
VitalQIP™ is designed to help companies configure,

automate, integrate, secure, and administer IP services across
their enterprise networks. The software provides a centralized
database to manage IP networks, subnets, domains, and hosts,
along with Domain Name System (DNS) and Dynamic Host
Configuration Protocol (DHCP) services and configuration.
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These resources are required for provisioning IP addresses
needed for communicating on an IP network, such as for
VoIP or Internet access.

The centralized database approach substantially reduces the
time, complexity, and errors associated with managing IP
addresses. VitalQIP™ software allows users to centralize
planning of  IP space and then simply push server configuration
files to its distributed DNS/DHCP servers. Updates from
these servers are sent to the central VitalQIP™ database for
ongoing management of the IP space. Primary areas of
VitalQIP™ functionality are presented in Figure 1, along with
an analysis of how these features compare with the industry
norm.

With the potential for millions of IP addresses and hundreds
of  thousands of  domains in a large enterprise VoIP network,
it clearly is impossible to manually configure the addresses of
all of the nodes on the network – much less update the addresses
for all moves, changes, and new devices. With VitalQIP™ IP
management software, a single network engineer can plan and
configure a proper deployment in a matter of  hours.

The Lucent DNS and DHCP servers are multi-threaded
and fully integrated to synchronize data updates between the
centralized database and the distributed DNS/DHCP servers
in real time. VitalQIP™ supports Dynamic DNS, which further
facilitates synchronization and allows the server to operate
autonomously from the centralized management function and
database server. The Lucent DHCP server offers a many-to-
one failover capability intended to eliminate any single point
of  failure, thereby helping to ensure that services are reliably
delivered to users on demand. This feature reduces network
downtime, improves end-user satisfaction, and simplifies
administration. VitalQIP™ software can be implemented on
Microsoft or UNIX systems, with either a Sybase or Oracle
database. VitalQIP™ supports its own DNS/DHCP servers
running on Microsoft, UNIX, or Linux, as well as those from
IBM and Microsoft, any BIND complaint DNS server, or
any combination of these.

Table 1: IP Address Management Software, Competitive Comparison

Other IP Address
Functionality VitalQIP™ IP Management Software Management Solutions

Scalability Manages millions of IP addresses, hundreds of 10,000 managed nodes considered
thousands of domains highly scalable

Centralized Management Centrally manages all IP networks and subnets Not generally integrated with
management consoles

Flexible Administration Customizable user interfaces, ability to edit Require separate solutions for
policies at global, customer, and device levels server/agent configuration

High Performance of Multi-threaded, fully integrated for real-time High performance achievable
DNS and DHCP Servers synchronization; dynamic DNS. Leading through expensive server farms.

DHCP performance according to
Exodus Labs benchmark.

Fault Tolerance Provides primary and secondary DNS Hardware dependent, lengthy
servers, many-to-one DHCP failover manual configuration needed

Consolidated IP Provides enterprise-wide consistency of Do not generally extend to the
Information Base management data voice domain

Multi-vendor, Supports Windows 2000 and popular Interoperability in data domains not
multi-technology compatibility DNS/DHCP services easily transferred to voice
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Managing security is a key issue, since VoIP uses the Internet’s
growing yet largely unregulated global backbone infrastructure.
The Internet today comprises some 130,000 networks,
according to the International Engineering Consortium. With
VitalQIP™, network administrators can centrally establish a
set of rules and policies to automate the definition of IP
networks and subnets to help protect against security risks.
Administrator profiles determine authorization to make
changes in policies, privileges, and roles regarding network
access and operation; audit logs track administrator activity.
This feature can be especially beneficial for enterprises
maintaining separate voice and data IT groups, each requiring
its own access to its portion of the network without interfering
with the other. Encryption is applied to information exchanged
between the VitalQIP™ Enterprise Server and DNS/DHCP
servers, and access control lists on remote servers can be used
to limit the IP addresses from which the server will accept
updates and configuration information. Secure dynamic DNS
updates via GSS-TSIG provide an additional authentication
security mechanism for updating DNS servers. Finally, there is
an online backup procedure to help secure the data outside
of the VitalQIP™ system.

Lucent has a set of optional add-on modules for VitalQIP™
software that provide such enhancements as management,
reporting, billing, and application customization. The modules
include the following:

• Network Allocator – automates network and subnet
creation process

• Registration Manager – streamlines administration and
enhances address tracking by identifying each user and
dynamically allocating an IP address based on a profile
detailing the service level to which the user is entitled

• Services Manager – allows monitoring and control of
the status of  defined system services such as DHCP, DNS
and more

• Audit Manager – captures, collects, and reports on
dynamic and static address activity

• Usage-based Billing Module – associates an IP address
with a user or user group for billing purposes

• SNMP Module – supports Lucent DNS and DHCP
servers, enabling collection and monitoring of  statistics
via SNMP MIB variables

• API Toolkit – C++ routines allow for extension into
asset tracking, workflow, other network and billing
applications.

In summary, VitalQIP™ software delivers a number of
benefits that are valuable to companies interested in migrating
to enterprise VoIP. The principal benefit is ROI, thanks to
savings in time and money through VitalQIP™’s automated
domain and IP address configuration and streamlined
administration features. Efficiencies in these areas lead to
improved IT staff utilization and greater end-user satisfaction.
The scalability and interoperability of VitalQIP™ helps protect
investments in the enterprise IP infrastructure, and security is
addressed through administrator profiling, enhanced
compression, encryption, and backup features.

EMA’s Perspective
Strengths

VitalQIP™ is strong where it counts: product features,
performance, and market share. VitalQIP™ software
addresses the full spectrum of IP management: networks,
subnets, domains, dynamic/static objects, and administration.
It is an integrated system with a pleasing GUI with full drill-
down features, and also has the ability to push data out to
multi-vendor distributed servers, nodes, routers, hubs, and
devices. Designed for high-performance, the VitalQIP™
DHCP server was benchmarked by Exodus Labs as the
industry performance leader.

Marketed since 1996, VitalQIP™ is considered a proven,
successful IP management software product. In fact, the latest
IP address management market data names Lucent the leader,
with roughly a 40% share. VitalQIP™ software was recognized
for product excellence with a “Blue Ribbon” from Network
World magazine in May 2000. More recently, VitalQIP™ was
awarded the World Class Award from Network Testing Labs
in March 2003. Moreover, Lucent’s history of  successful
installations in the service provider space bodes well for its
prospects for continued growth in the enterprise market.

Challenges
While a significant player in the service provider, circuit

switched market, Lucent as a whole has yet to make a significant
name for itself in the enterprise space. This is partially due to
a skeptical enterprise IT population that sees Lucent as essentially
a telecom player, whose solutions tend to be bullet proof, but
out of the range of enterprise budgets and capabilities to
support. To address this, Lucent designed VitalQIP™
specifically for the enterprise market, and has quietly gained
the market share lead in IP address management software.
Lucent is counting on this success to demonstrate the utility
and return on investment its products can deliver to IT
organizations.
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Opportunities
EMA has documented growing enterprise interest in VoIP—

not only for cost savings per se, but also for the added versatility
that it will offer IT in providing a mix of  services more fluidly
to in-house and particularly remote workers through
applications such as unified messaging. The shifting role of
enterprise IT as service provider is also indicated in the fact
that 62% of the enterprises EMA has spoken with in recent
studies indicated that improving customer service was an
important factor in adopting VoIP, while 60% stressed
employee productivity. Enhancing enterprise revenues was
cited by 33%.

Management also is a fundamental driver for VoIP adoption
among enterprises, with virtually 100% of enterprises IT citing
effective management as either critical or important.
Interestingly, 82% of  enterprises interviewed cited
configuration, asset tracking, maintenance and updating of
network components as an area for planned investment to
enable VoIP deployments.

Given this context for adoption, Lucent’s solutions have
much to offer the enterprise IT organization that is struggling
to come to grips with the new service-centric dynamic
demanded of  embedded information infrastructure. Lucent
is well positioned to exploit the continuing growth in VoIP
adoption. The most promising area for VoIP today in the
enterprise is corporate intranets, where bandwidth is more
predictable and limitations far less daunting than with the public
Internet. Internet telephony with an intranet still lets users save
money on long-distance calls between sites; they can make
point-to-point calls via LAN-based gateway servers. Evolution
from PC-based platforms towards more robust VoIP gateways
will handle hundreds of simultaneous calls, leading businesses
to use VoIP for an increasing percentage of  its fax, voice, data
and video over a single IP-based network. Factors likely to
accelerate VoIP adoption over the next few years include
significant increases in backbone bandwidth and access speeds
via ATM and SONET, and continued penetration of  cable
modems and DSL. As more users get hooked on fast service
delivery, demand for VoIP and overall IP telephony-based
services will increase dramatically.

There are also trends beyond the adoption of  VoIP that
favor Lucent’s strong support for IP address management
with VitalQIP. One of  the most significant is a convergence
running parallel to what is reflected in integrated IP (voice,
data, media) services. This is the converging models between
enterprise IT and OSS, where IT becomes more service
provider-like in its business model, and OSS becomes more

IT-like in the diversity of  services it must provide to stay
competitive. IP address management is not only fundamental
for VoIP services, but is also a core enabler for capabilities to
manage and account for all types of  IP service usage. This
will become increasingly important to enterprise IT as it seeks
to a become proactive business partner to the larger enterprise.
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About VitalQIPTM Software and Lucent Technologies 

VitalQIP™ DNS/DHCP and IP Address Management Software is a key
component of  the Lucent Network Operations Software portfolio.  Only
Lucent offers multi-vendor, multi-technology, multi-service software
solutions developed on extensible, programmable platforms, open APIs
and advanced system architectures. These carrier-grade solutions provide
the reliability, scalability and flexibility to deliver advanced services across
current and next generation networks - while improving efficiencies,
significantly reducing operating expenses and delivering the Quality of
Service that today’s enterprise users demand.

And with more than 10,000 network consultants, engineers, and service
professionals around the globe, Lucent Worldwide Services can address
all your  IP address management support requirements. Let our experts
assess the readiness of your current network; plan, design, and build
solutions that optimize your particular environment; integrate our market
leading software solutions with your existing infrastructure; and provide
ongoing maintenance support.

To learn more, contact your Lucent Technologies sales representative,
authorized reseller or sales agent. You can also visit our web site at
http://www.lucent.com/vital or call 1-888-426-2252.
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