Memorandum

To:
All Employees

CC:
Human Resources

From:
[Fill in IT executive name and title here]
Date:


Re: IT – Employee Standards

Confidential

Attached is the IT – Employee Standards of [fill in company name here]. 

Please sign and return this form to [fill in HR representative name and title here].

Your signature below indicates that you:


Have read them completely


Understand them


Accept them


Acknowledge your responsibility to follow them

These standards have been taken from the company’s information security and system program. They have been reviewed and approved by [fill in as appropriate, but corporate executive- and/or board-level oversight is recommended].

Failure to comply with these standards can be treated as a disciplinary offense and could subject the employee to the standard disciplinary process up to and including termination. 

I certify that I have read, understand and accept my responsibilities under the IT  – Employee Standards of [fill in company name here] dated [fill in data here].

Signed









Dated










_______________
[[FILL IN COMPANY NAME HERE]]
IT
EMPLOYEE STANDARDS

A core concept of [[company name]] Information Security and Systems Program is that all company records and customer/consumer information is considered confidential and must be properly safeguarded at all times.

All employees are responsible for ensuring the security of all confidential information.  

The company will hold employees accountable for compliance with these standards. ANY breach of any of the prohibitions contained in these standards can be treated as a disciplinary offense and could subject the employee to the standard disciplinary process up to and including termination. 

Specifically employees are responsible for adhering to all policies, standards, and procedures to ensure that all customer/consumer information and business information are secure including:

· Maintaining the confidentiality of all customer information and business information.

· Maintaining the confidentiality of data security controls and passwords.

· Implementing and following security practices necessary to protect the data stored on any computer or other electronic storage media. 

· Reporting to management any suspected security violations.

PRIVACY STATEMENT:

The company reserves the right to monitor employee use of all resources. This includes any personal storage area on the network, and any documents created and stored on any electronic media.  In addition the company reserves the right to monitor e-mail, Internet usage and phone usage.

PERSONAL USE:

A limited amount of personal use of the company’s systems is permitted subject to the following rules: 

· You may not use the company’s systems to transfer, store or download information and files for your personal use including (but not limited to) MP3, AVI, WMV files and other similar formats

· You may not subscribe to any non-job related Internet service or access any Web-based personal e-mail accounts using the company’s systems 

SECURITY:

Employees will:

· Store all disks and tapes in a protected, secure location.

· Keep all confidential storage media in a secure, locked location.

· Store all back-ups in a secure fireproof area, off premises when so designated. 

· Report all known or suspected security weaknesses or violations to the security officer or the information security officer.

· Not leave any customer/consumer information unprotected in their work area when they leave that area.

· Not remove any customer information from company premises without express written authorization from the information security officer and the manager of their department.

· Lock all file drawers and cabinets that store any customer information; forms, applications, printouts. 

· Dispose of all customer/consumer information, when required, by completely destroying it regardless of the form it is in.

· All paper, including but not limited to forms, applications, printouts, etc. must be deposited in the appropriate location for shredding.

· All disks, diskettes and CDs containing customer/consumer information or corporate data must be sent to IT for proper destruction.

HARDWARE:

· All PCs and other technology devices must be plugged into a surge protector/power strip, not directly into a wall outlet

· All PCs, printers, modems and scanners must be powered off at night and on weekends.

SOFTWARE:

According to U.S Copyright Law, illegal reproduction of software can be subject to both large civil damages awards and also criminal penalties, including fines and imprisonment.  The company does not condone the illegal duplication of software. 

In order to ensure compliance:

· No software can be installed by anyone without express written authorization from the [fill in appropriate IT department here]. 

· All original licensed software is to be kept in a secure, protected environment.

· All company-owned software is not permitted to be installed on home computers, unless authorized by the licensing agreement.  The Senior Vice President & Chief Information Officer (CIO) and the appropriate Department Head must approve any installation in writing.

· Any employee learning of any misuse of software or related documentation, within the company or its subsidiaries, shall immediately notify the security oOfficer or the information security officer.

Any misuse, unauthorized copying, and/or use for personal gain of company software may result in disciplinary action up to and including discharge, civil damages and criminal penalties.

PASSWORDS:

NEVER DISCLOSE YOUR PASSWORD(S)

· Never write any password(s) down.

· Passwords must be kept in strict confidence at all times. Allowing someone else to know or use a password is grounds for disciplinary action. 

· Your password must be different from your user ID.

· All passwords must be unique.  For example: do not use a name, or any part of the user ID, phone extensions, etc. 

· A password must not be preprogrammed.

· Information or data processed and/or accessed under a user ID and password will be considered the employee’s responsibility by the company.

· For the protection of the employee, as well as for the protection of the company's data, passwords must be changed at regular intervals.

· IT departmental employees will never ask for a password to be divulged. 

· Passwords must be changed immediately if the employee has reason to believe that the confidentiality of the password has been compromised.

VIRUSES:

PROTECT AGAINST VIRUSES

· Employees must understand how to use virus scan software.

· All disks must be checked for computer viruses before they are used.

· All PCs connected to the network, as workstations are equipped with virus scanning software to assure continual checking of those devices. Employees are   not permitted to disable this virus scanning software.

· Never disable the warnings regarding the possibility of an attachment containing a virus. 

· Never invoke a macro received from an unknown source. 

· If a computer virus is suspected to be present on a computer, the employee must notify the IT department immediately.

· Discovery of a virus must be immediately communicated to the IT department. In addition, immediately stop all processing until otherwise instructed by the IT department.

LOGOUT:

All employees must log out/sign off of the network under any of the following conditions.  Proper procedure dictates the closing of any open programs before logging off.

· During absences from the workstation of greater than 20 minutes.

· At the end of each day.
MODEMS:

· PCs equipped with modems must not have any active resident communication programs capable of answering a dial-in call.

· All PCs with modems must be turned off during nonworking hours.

E-MAIL:

· All e-mail messages may be reviewed and monitored by the IT department.

· When personal e-mails are received the sender should be advised that these may be monitored.

· Deletion of an e-mail message does not mean that the e-mail message is erased.

· Any law enforcement agency has the right to request and receive the company's e-mail files.

· E-mail messages should not include derogatory remarks related to race, religion, sex, or other protected discrimination classes that could result in an individual or company lawsuit.

· Do not create any e-mail messages that would not normally be created as a formal memo or that the company would not want published on the front page of a newspaper.

· Never open an attachment file from an unknown source.

· Employees should not open any attachments from known sources unless they are confident that the attachment is legitimate.

· Never disable the warnings regarding the possibility of an attachment containing a virus. 

· Never invoke a macro received from an unknown source.

· Confidential, proprietary or sensitive data may only be conveyed via e-mail with authorization and an encryption/decryption method approved by the IT department.

INSTANT MESSAGING/CHAT:

· Instant messaging, or chat which is the ability to send notes back and forth between two or more people who are online is strictly prohibited. 

[USE APPROPRIATE RULES FROM E-MAIL USE POLICIES IF YOUR COMPANY ALLOWS INSTANT MESSAGING AND CHAT]
INTERNET:

· The company provides access to the Internet for the sole purpose of advancing its business interests.
· All connections between the network and the Internet are to be done through the approved Internet connection.
· There is virtually no privacy on the Internet.

· All information taken off the Internet should be considered suspect. There is no quality control process on the Internet, and information often is outdated or inaccurate.

· Under no circumstances is an employee to establish Internet or other external network connections that could allow external users to gain access to the company’s systems and information. 

· Confidential, proprietary or sensitive data may only be conveyed via the Internet with authorization and an approved encryption/decryption method by the IT department.

· Internet users should be aware that the company may record, monitor and review employee access to the Internet. 

· When on the Internet an employee is the representative of the company.

· Abusive, unauthorized or inappropriate use is not permitted.

· The Internet is not to be used for personal gain or pleasure.

· Use involving the pursuit of interests which conflict with the company’s interests is prohibited.

· Use which could interfere with an individual’s work performance or create an intimidating, hostile or offensive work environment (such as downloading, creating, storing or disseminating inappropriate, defaming, harassing or offensive messages; including accessing obscene, pornographic or sexually explicit Web sites or materials) is prohibited.
DOWNLOADS:

· No downloads of any kind are allowed without the express written authorization of the IT department.

· Never disable browser warnings regarding the danger of downloads.

· All files downloaded from the Internet must be to the PC’s hard drive C:\.

· Never download directly to the network.

PORTABLE PROCESSING DEVICES:

Our portable processing device guidelines are designed to cover all laptops and all handheld devices, including but not limited to PDAs, pocket PCs, Palms, cell phones, USB drives, and any other portable devices that are capable of electronically storing data. Collectively they are referred to as portable handheld devices. 

No portable handheld device can be connected to the network without express authority from the information security officer. The company has in place automatic measures to prevent the unauthorized use of all media. 

In particular no employee should attempt to connect any of the following devices to the company’s network:

A file or information storage device

A mobile phone not issued or approved by the company 

An MP3 player or similar device 

A gaming device

In addition:

· PINs or passwords must not be stored on a portable handheld device.

· No confidential customer information is to be stored on any portable handheld device, unless additional security measures approved and documented by the IT department are in place. 

· No sensitive company information is to be stored on any portable handheld device, unless additional security measures approved and documented by the IT department are in place.

· If possible a power-on password must be utilized. If possible that password must be eight (8) characters long or longer.

· Only company-approved and -provided portable handheld devices can be attached to the network.

· Only approved applications can be installed on portable handheld devices.

· If a company owned portable handheld device is damaged, lost, or stolen, it must be reported immediately to the information security officer department.

CELL PHONES:

· While not strictly prohibited, personal calls are discouraged on any company owned cell phone. Personal calls should be infrequent and brief.  

· No employee is to use a company-owned cell phone for the purpose of illegal transactions, harassment, or obscene behavior, in accordance with other existing employee policies.

· Employees are not to make or receive business calls on a cell phone of any kind (including hands free) while operating a vehicle. 
